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1	Decision/action requested
It is requested to approve this proposal in the 5G_ProSe_Ph2 living doc.
2	References
[1]   S3‑233374  "Living document for 5G_ProSe_Ph2"
3	Rationale
This contribution proposes to resolve the following ENs for security with network assistance. 
Editor’s Note: The detailed message to trigger above steps is FFS.
Editor’s Note: Additional details on the DCR message from the UE-to-UE Relay to target UE are FFS.
Since the mentioned message is supposed to trigger security establishment for the 2nd hop (i.e. between U2U relay and Target End UE) and shall convey the security elements provided by the target End UE (e.g. SUCI, UP-/CP-PRUK ID of the Target UE), it makes sense that such new message should be defined and under remit of SA3. To avoid impact on SA2 specifications, it is proposed to define new messages which are security specific, i.e., Direct Communication Security Request and Direct Communication Security Accept. 
Furthermore, different to UP solution as specified in clause 6.3.3.2 and the CP solution as specified in clause 6.3.3.3, the DCR sent by the U2U relay does not convey the security elements (e.g. SUCI, UP-/CP-PRUK ID of the sending UE i.e. U2U relay), thus the U2U relay needs to include an indicator to inform the Target End UE to trigger the PC5 security link establishment for the second hop accordingly.
This paper proposes to add the details of 2nd hop security and remove the ENs.
4	Detailed proposal
  **** START OF CHANGE ****
6.6.3	Security for 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay
[bookmark: _Toc106364517][bookmark: _Toc129959841]6.6.3.1	Security of 5G ProSe PC5 Communication for 5G ProSe Layer-3 UE-to-UE Relay with network assistance
The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and Source End UE with the following modification:
-	The Remote UE is replaced by the Source End UE.
-	The UE-to-Network Relay is replaced by the UE-to-UE Relay.
The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE with the following modification:
-	The Remote UE is replaced by the Target End UE.
-	The UE-to-Network Relay is replaced by the UE-to-UE Relay.
-	The procedure is initiated after security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and the Source End UE is successfully completed, as specified in clause 6.7 of TS 23.304 [8].
-	The steps 4a-4e in clause 6.3.3.2.2 and the steps 3-13 in clause 6.3.3.3.2 are not triggered by the Direct Communication Request (DCR) message sent by the UE-to-UE Relay. Upon receiving the DCR message from the UE-to-UE Relay which include an indicator to trigger the second hop PC5 link security establishment, the Target End UE shall inform the UE-to-UE Relay to initiate the above steps with the message pair Direct Communication Security Request and Direct Communication Security Accept. The Direct Communication Security Request message shall include the SUCI or UP-/CP-PRUK ID of Target End UE, Relay Service Code and freshness_parameter_1.
Editor’s Note: The detailed message to trigger above steps is FFS.Editor’s Note: Additional details on the DCR message from the UE-to-UE Relay to target UE are FFS.
Figure 6.6.3.1-1 shows the high level flow for the second hop PC5 link security between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE.


Figure 6.6.3.1-1: PC5 security establishment procedure between 5G ProSe UE-to-UE Relay and the Target 5G ProSe End UE

**** END OF CHANGE ****
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